OOrpyHTYBaHHS TeXHIYHMX Ta SIKiCHHX XapaKTEePHCTHK NPeAMeTa 3aKyiBJi, po3mipy
0X0/KeTHOTO NPU3HAYCHHS, 04iKyBaHOT BAPTOCTI NpeavMeTa 3aKyMiBJIi:
"JIK 021:2015 " €quuuii 3akyniBeJbHAN cI0BHUK" ;
48760000-3 ITaxern mporpamMHoOro 3a6e3meveHHs Qs 3aXMCTY BiJ Bipycis
(mporpamua nmpoaykiist i aHTHBIpyCcHOT0 3axucTy (MOHOBJIEHHS))"

Texuiuni BUMOrn
Ha 3akymisio: "JIK 021:2015: 48760000-3 [TakeTu mporpaMHOro 3a6e3IedeHHs JUIS 3aXUCTY BiJ
BIPYCiB (IIpOrpaMHa IPOIyKIIist I aHTHBIPYCHOTO 3aXMCTY (IIOHOBJICHHS))"

Binnosinno no TexnigHOro 3aBnaHHs Ha CTBOPEHHS KOMILIEKCHOT CHCTEMH 3axucry indopma
(mai - KC3I) B indopmariitno-TenexoMyHiKkaniitHii cucremi OpraHiB JIEPKaBHOI CTATUCTUKH YKpail
(ueHtpanbHuit pisens) (mam - ITC OJIC), HOBa pemaxiis Ha saminy CAAJ1.468244.276 T3.
IOro/pKeHoro AnMinicTpaniero JlepxaBHOI CIIykOU CHEIialbHOro 3B’A3Ky Ta 3aXHCTy iHpopMma
Yxpainu Bin 10.07.2020, BiAHOBIHMX TEXHIYHMX MPOEKTIB, MPOEKTHOI Ta EKCILTyaTalliiy
noxymenTanii na KC3I 8 ITC OJIC, a takox AtectaTiB Bimmosinzocti KC3I na cxnanosi ITC 0)I(®
caMe: mifcuctemu enekTporsoi ssitsocti ITC OJIC (3apeecTpoBanuii B Anmizictpanii JlepxasH
CIy>XOH CrenianbHOro 383Ky Ta 3axucTy indopmartii Yxpainu Bix 22 rpyaus 2020 poky 3a Ne 2234
Ta IIPOrpamMHO-anapaTHOro KOMILJIEKCY aBTOMATH30BAHOI CHCTEMHM 300pY JAHUX CTATHCTHYHOT 3BITHO!
"Kabiner pecnommeHTa" mijcucTeMH eNeKTPoHHOI 3BiTHOCTI ITC OJIC (3apeectpoBanmit
Anminicrpanii JlepsaBHOI ¢Tyx6u CIeIiatbHOro 38’SI3Ky Ta 3aXuCTy iHbopManii Ykpainu Bif
rpymas 2020 poky 3a Ne 22360), nporpamue 3a6e3nedenns ITC OJIC cKIanacThes 3 CHCTEMHOTO
GbYHKIIOHATTBHOTO.

Ho cucremnoro nporpamuoro 3abesnedenns ITC OJIC BixHocuThCs IIporpaMHe 3abes3eyen
(lporpamHua HpoIyKIis) JUIst aHTHBIPYCHOTO 3aXMCTy. Bixmosimmo 1o BizoMocreit I[OJI0 CTPYKTYpH
ckiaany KC3I, a Takox IoJo mepeliky TeXHIUHEX, OpraizauiifiHux, Gi3myHEX Ta iHmHMX 3axX0j
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3aXHCTY, K1 y CyKynHocTi cknanators KC3I, o cxmay KomIuiekcy 3aco0iB 3axucty ITC OJIC Bxoj
IIporpamHa IpoJyKiis JUIs aHTHBIpycHoro 3axucty ESET.

Bl

0

Y4acHUK IIOBUHEH MOHOBUTH JIICH3II0 HA TIPaBO KOPHUCTYBAHHS IIPOTPAMHOIO IPOIYKIIEIO I

aHTHBIPYCHOI'O 3aXHMCTy po6oumx craHuiit Ta cepsepis ESET Endpoint Protection Advanced (ES%

PROTECT Entry 3 noxagbHEM ynpasIisusm), axe 6y e BHKOPUCTOBYBATHUCS Y KOPIOPATHBHI# Mepe
3aMOBHMKA, 3 €KCHEPTHHM BHCHOBKOM JlepsKaBHOI CiIyxOH ClemiaibHOro 3B'SI3KYy Ta 3axuc
iHdopmarii, KifCHUM He MEHII HiX Iepiofl BAKOPUCTAHHS JHIEH3IT.

IIporpamui npogykTH, ki BXOASATE 10 CKiaxy KoMiuiekcHoro pimenns ESET PROTECT Entry
JIOKJIBHUM YIIPaBIiHHAM:

ESET Endpoint Security mmgs Windows 6.X

ESET Endpoint Security s Windows 7.X

ESET Endpoint Security jus Windows 8.X

ESET Endpoint Security mis Windows 9.X

ESET Endpoint Antivirus ams Windows 6.X

ESET Endpoint Antivirus gius Windows 7.X

ESET Endpoint Antivirus gius Windows 8.X

ESET Endpoint Antivirus gaa Windows 9.X

ESET Endpoint Security mis Android 2.X

ESET Endpoint Antivirus gng Linux 7.X

ESET File Security s Microsoft Windows Server 6.X

ESET File Security juis Microsoft Windows Server 7.X

ESET Server Security mis Microsoft Windows Server 8.X

ESET Server Security juis Microsoft Windows Server 9.X

ESET Server Security ans Linux 8.X

ESET File Security mna Linux 7.X

ESET File Security s Linux/FreeBSD 4.X

<
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Jlinensiitni xmo4oBi Qaiiiy NOBMHHI MaTW MOMKIMBICTB BIJICTPOYKH aKTuBarii. TepmiH [if

ninensii — 1 pik, HOYHHAIOYK 3 MOMEHTY aKTHBAIi TilEH3iHOro KIoYa,

Y4acHUK rapanTye BHCOKHII PiBEHb MiJTPHMKH IPOrPaMHOL IPOAYKIiT BUPOOHUKOM Bnpoxto(ﬁm

CTPOKY Aii Jinensii i HasBHICTH Ha TepuTopii Ykpainu aBTOPH30BAHOI0 BUPOOHUKOM YKpPaiHCHK
ICHTPY TEXHIYHOI Mi/ITPUMKH Ta HafaHHs TEXHIYHOI I ATPHUMKE Bi/IIOBiIHO /10 HACTYITHUX BHMOT:

— obcnyroByBanHs 24x7x365 - 24 roauHu Ha 100y, 7 NHIB Ha TIKIEHB, 365 NHIB Ha pi

BKJTIOYAIOYM CBATKOBI, BUXIiJHI Ta Hepo6oui jui, 1inog060B0;

—  PO3ILIMPEH] TEXHIYHI KOHCYNIbTAllil 3 TUTaHb KOHOIrypauii Ta (yHKIliOHyBaHHS aHTUBIpYCH
IIPOrpaMHOi MPOAYKUIl 1o TenedoHy (3 MOXIMBICTIO 3B’S3KY 3 TEXHIYHMMH CIeriamicramu

MicrieBoMy TenehoHy 6e3 BUKOPHCTAHHS MOCTYT MiXKHAPOIHOTO TeJIEQOHHOTO 3B'SI3KY) Ta EJEKTPOHH

—
)
“
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TIOIITI,
—  BHI3J| IIDKE€Hepa Ha MicIie po3TaliyBaHHs 3aMOBHUKA Y BUNAJIKAX 30018 pobOTH aHTUBIpYCH
IIPOrpaMHOI TPOTYKITii.
Tepmin aiii TexHigHOT MiATPEMKE — | PiK, HOYHHAIOTH 3 MOMEHTY aKTHBAL] JHIEH3IHHOr0 Ko
IIpuitmanHs nporpaMHOI IPoAyKUil 3/iCHIOETBCS 3a aIPecoro Hepxcrary (01601, m. Kuis, By
Ilota Pycraseni, 3) muisixom mianucanns ATy IpUAMaHHs-TIepeaayi.
KinbKicTh 06°€KTiB 3aXHCTy Ta HAHMEHYBaHHS TPOTPaMHOL HOPOJYKII HaBeeHa y Ta0ummi 1:

Tabmu
No HaijimenyBanns * KiibkicTs,
o/1.
1. | Ilporpamua nponyxuis ESET Protect Entry 3 okanbsHEM yupaBmiHHsM, 1
IIOHOBJICHHSL, Ha 1 pik, js 3axucTy 5380 06'exTiB (poboui craHIii Ta
cepBepH)

*MOCHJIAHHS HA KOHKPETHY TOpPriBeJbHy MapKy IOB’si3aHe 3 HeoOXiIHICTIO IIOHOBJICHJEH

Jinensii HasiBHOT y 3aMOBHHMKA POTPaMHOT MPOYKILiI 3 YPaxyBaHHSAM CKJIAXy KOMILIEKCY 3aC0
saxuery KC3IITC OJC.

3aranpbHi BUMOIH:
— 3arajgbHa KUIBKICTH 00’€KTiB 3axucty 5380 ox.;
— 3a0e3neveH s aHTHBIPYCHOTO 3aXUCTyY KOMII'IOTEpiB (po6oUInx CTaHIif) Ta cepBepis;

— 3a0e3nedeHHs LEHTPaTi30BaHOTO YIPAaBIIHHS, IO JO3BONUTH YIPABIATH 3aXMCTOM
KOHTPOJIFOBATH CTaH aHTUBIPYCHOI O€3IIEKH B KOPIOPATHBHIM Mepexi;

— HasgBHICTH iHTepdeiicy Ta JoKyMeHTalil IpOrpaMHol PO/ yKIii yKpaiHChKOIO Ta aHI T CHKA
MOBaMH;

— 3a0C3IeYCHHS MOXIIMBOCT] OHOBJICHHS aHTUBIPYCHUX 623 IPOrPaMHOrO IIPOJIYKTY 3 BeOcait

entpy anTuBipycHoro 3axucry indopmarii Jlepxcnenss’s3xy Ykpainu (http://cazi.gov.ua);
— 3a0e3ICUCHHS PETYISPHOTO, IOACHHOIO HaflaHHs OHOBJICHb aHTHBIPYCHUX 6a3 npotsiroM [l

POKYy.

3anponOHOBaHE DIMIEHHS Mae BiOBIZATH HACTYITHHM 0GOB'S3KOBUM GbYHKIIOHAILHE

(3]
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BAMOTaM:
Ne DOyHKIiOHAJ 3aXHCTY Bumorn
3/m po6o40i cTanuii
1. Bcranosnenns nporpamuoi | - OKpeMHUH iHCTANAIIMHUI [TaKeT, AKUH JO3BOJISE
IIPOJTYKITIT BCTAHOBJIIOBATH KIIE€HTA Y “PYYHOMY” pexuMi.
2. 3niliCHEHHS aHTUBIpyCHOIO | - IepeBipKa 3a PO3KJIAZIOM 1 Ha BUMOTY 3a
3aXUCTY JIOIIOMOT'OX0 AaHTUBIPYCHHX 0a3 JaHUX;
- 3a0€3MCUCHHS 3aXHCTy B PXKUMI PEaIbHOTO Yacy;




3/

DyHKIioHa 3aXHCTY
po60o49oi cTanii

Bumorn

- MOXJIUBICTH CKaHYBaHHs (allIiB i yac 3amycKy
CHCTEMH;

- MOXJIUBICTB 3/1ifICHIOBATH HEPEBIpKY
3aBaHTAXyBaJIbHAX CEKTOPIB HA HASBHICTH BIpYCiB y
TOJIOBHOMY 3aBaHTa)XXYBAJILHOMY 3aIIUCi, B TOMY 9HCII y
iHTepeiici UEFI;

- BUKOPHCTAHHA TEXHOJIOTIH MaIlIMHHOIO HABYAHHS
M1/ 9ac IEPBUHHOTO aHai3y BiAIpaBIeHux (aiiis;

- 3aXHCT BiJ IPOrpaM-BUMarayis;

- MOJIyJb 3aXHCTy JoKyMeHTiB Microsoft Office, mo
JIa€ MOJKJIMBICTH IIEPEBIPSITH MAaKpOCH Ha HasIBHICTb
3JI0BMHCHOT'O KOJIY;

- CKaHYBaHHS KOMII'IOTEpA y HEAKTHBHOMY CTaHi;

- CKaHYBaHHS B ONICPAaTHBHIiHM mamM’saTi 00’ €KTiB, 1110
3HaXOJAThCA Y 3allaKOBAaHOMY CTaHi;

- CKaHyBaHHS apXiBiB;

- CBPUCTHYHUH aHANII3aTOD;

- BHSABJIEHHS IIIUTYHChKOTO [13;

- BUSIBJIEHHS PYTKUTIB;

- IIEPEBIPKA CKPHUIITIB;

- 3aXHCT BiJl EKCIIONTIB, SIKHUi 3a0€31Ieuye 3aXUCT
BiJl 3arp03, 3/[aTHAX BUKOPHCTOBYBATH YPa3IUBOCT Java,
Flash Ta inmux nonaTkis;

- MOJKIIMBICTB IIEPEBIPKU HPOTOKOIY SSL sk B
aBTOMaTHYHOMY, TaK 1 B IHTEPaKTHBHOMY PEXHMAaX;

- IepeBipKa JHCHOCTI Ta 1iicHOCTI cepTudikaTin
SSL-tpadiky Ta MOXKJIHBICTE KepyBaTH CIIHCKAMH
noBipenux cepTrdikariB Ta cepTudiKaTiB, BUKIIFOYCHUX 3
IIEPEBIPKH, & TAKOXK MOMKIMBICTH BUOOPY Aiil Ipu
BU3HAYEHHI cepTUdikaTa HeII0UMM, HEBU3HAYCHUM a00
HOIIKO/DKEHUM.

3abe3NedeH s MEPEKEBOTO
3aXHUCTY

- HASBHICTB IIEPCOHATBHOTO OpanMayepa, sKuit
MICTHTB B c001 MaifcTep Ui CTBOPEHHS IPABUIT
OpaHnMayepa Ta peflakToOp 30H Ta IPABKIL;

- MOJKJIMBICTh CTBOPIOBATH IS IEPCOHATBHOTO
Opanamayepy pizHi Ipodiii , IKi MOXKYTh aBTOMATHYHO
IEPEKIIFOIATUCS, B 3AICKHOCTI Bifl TOTO, JI0 AKOT MEpExi
I JIKJIFOYEHO KOMITIOTED;

- HasBHICTh CUCTEMH BUSIBICHHS BToprueHs (IDS) 3
METOIO BUSIBJICHHS PI3HUX THUIIIB MOXJIUBAX MEPEKEBHX
aTaKk Ha KOMII IOTep;

- HasBHICTh TEXHOJIONII, sIKa 3abe3mevye 3aXucT Bij
3arpos tumny "6oTHeT";

- 3aXHCT yPa3IUBOCTEH MEPEKEBOTO IPOTOKOJIY, IO
TIOKpAIy€e BUSBICHHS 3aIPO3, IKi BUKOPHCTOBYIOTh
HEJIOJIKM MEPEXEBUX IIPOTOKOJIB, TaKKX K SMB, RPC,
RDP romo.

3a0e311eUeHHS 3aXUCTY
€IIEKTPOHHOI ITOIITH

- nepesipka momrosoro tpadiky (POP3, POP3S,
SMTP, IMAP ta IMAPS);




3/m

DynkmioHax 3axucTy
pobouoi cTanmii

Bumoru

- II€pEBipKa MOIITOBUX BKJIAIEHb Ta 3aXUCT BiJ
cramy;

- MOKJIUBICT aBTOMAaTHYHO BHJAIATH ab0
TEPEMIIIyBATH 3apaKEHY TOIITY [0 BKA3aHOTO KATAIory y
IIOIITOBOMY KJI€HTI.

- HAsBHICTH MOJIYJIS 3aXHCTY BiJ criaMmy (BiacHoOi
PO3pOOKH) 3 MOMKIMBICTIO iHTErpaIIil JI0 IIONITOBOro
KJienTy. MOXIMBICTS BUKOpUCTOBYBaTH 6illi Ta YopHi
CIIMCKH SIK KOPUCTYBAIBHHUIBKI, TaK i II00aIBHI,
iH(OopManis 10 AKUX HAJIXOJMTh 3 CEPBEPIB OHOBJIEHHS.

Beb6-xoHTpOIIB

- nepesipka HTTP, HTTPS Tpadixy;

- BUSIBJICHHS Ta OJIOKYBaHHsI JIOCTYITy JI0
HeOe3MeYHUX CalTiB;

- (opmyBanHA n03BONEHUX\3260pOHEHHK\
BUKJTFOYCHHUX 3 IIEPEBIPKH IIEPEIiKiB CANTIB;

- HasBHICTH MOJYJISI B€G-KOHTPOJIIO, IO 1€ MOKIIMBICTE
OOMEXYBAaTH JIOCTYII JI0 IEBHUX KATEropiit caiiTis.
Hassuicts Oinpre 25 xareropii ¢insrparii, B skux
posnoaineni 6inpnr Hixk 100 migkareropiit. MoxmsicTs
CTBOPIOBATHU IPYIH 3 KATEropiil Ta Imikareropii.
MosxuBicTh CTBOprOBATH HpaBuiIa GinbTpanii s pisHIX
kopuctysadis Ta rpyn OC Windows;

- MOXIIMBICTH OJIOKYBATH 3aBaHTaXEHHS 3 [HTEpHETY
(aiiiiB 32 BKa3aHUM PO3NIMPEHHSM.

HasBHICTE IPOaKTUBHOIO
3axXUCTy

- 3a0€3Ie9EHHS 3aXUCTY BijJ TposHchKoro I13;

- 3a0e3Meuen s 3aXUCTy Bijl KIaBiaTypHUX
IIIUTYHIB,;

- 3abe3neYeHH s 3aXUCTy Bij pexnamuoro [13;

- 3a0e3IeueHH s 3aXUCTy Bij Qimuury;

- HasBHICTb CHCTEMH BHSBICHHs Bropraens (HIPS),
KA 3aXUIINAE KOMII FOTEP BiJl MIKiIIMBUX [IpOrpam i
HeOaXaHoi aKTUBHOCTI (HasBHICTH GyHKIOHATY MaiicTepa
JUL CTBOPEHHS Ta pe/laryBaHHs IPaBUII JUISE KOHTPOJIIO
3aIyIEHUX NPOIECiB, BAKOPUCTOBYBaHHX (aiiyliB Ta
PO3LTIB peectpy.

HasBHicTh KOHTpOIIO 32
BHUKOPHUCTaHHSAM 30BHIIIHIX
IIPUCTPOIB Ta 3MIHHUX
HOCIiB

- aBTOMaTHYHa aHTUBIPYCHA MepeBipKa 3MiHHUX
HOCIIB;

- KEpYBaHHsI JIOCTYIIOM J0 30BHIIIHIX MPUCTPOIB;

- KOHTPOIIb iJIKIIFOYECHHSI 10 po60Y0i cTaHmii
nepuQepitHIX NPUCTPOIB Ta 3MIHHUX HOCIIB IIIIXOM
CTBOPEHHSI IPABUJI JIOCTYITY 33 THIIOM IIPUCTPOIO, 32
PiBHEM JI0CTyIly, 32 BUPOGHUKOM, MOJEILTIO a60 cepiiHuM
HOMEPOM IPHCTPOIO TOLIO.




Dynknionan 3axucry
pobo4oi cranmii

Bumoru

3aificCHEHHS OHOBJICHE

4acTi i HeBEIHK 3a 06'eMOM OHOBIICHHS,
Bi/IHOBJICHHS 3aBaHTXXEHHS OHOBJIEHD ITiCIs o0puBy
3B'SI3KY;

BIJIKAT OHOBJICHb 3 MOXIIMBICTIO TIOBEPHYTHCS 0
TNONICPEHIX BepcCilt 6a3 BipycHUX CUrHATYp i MOyITiB
OHOBJICHHSI, Ta MOXJIMBICTIO THMYaCOBO IPU3YIMHUTH
OHOBJICHHs 00 BCTAHOBIIIOBATH HOBI BPy4YHY;
MOXJIMBICTH MOOITBHIM CIIIBPOGITHEKAM OTpPHUMATH
OHOBJICHHS 3 CEpBEPiB BUPOOHUKA OH-JIAMH Y pasi
nepedyBaHHs 1032 KOPIIOPATHBHOIO MEPEKEIO;
MOJKJIMBICTh CTBOPEHHS J3epKajia OHOBJIEHb
3acobamu aHTHBIpycHOro I13;

HAsBHICTH OHOBJICHD B LIEHTP] AHTHBIPYCHOTO
3axucTy indopmanii JlepxaBHol cirykOH crieniaTbHOro
3B’SI3Ky Ta 3aXHCTY iHbOopMaIlii.

Bumoru no BignaneHoro
yIIpaBJIiHHS

HAsBHICTD CNIENIaJIBHOIO KOMIIOHEHTY IS
YIIPaBIIiHHS AaHTHBIPYCHUM 3aXKMCTOM Ha Bi/ytajieHux
pobourx cranmis 6e3 HeoOXiMHOCTI BUKOPHCTAHHS
JOJaTKOBHX CEPBEPIB aIMiHICTpYBaHHSL.

10.

Onepartiitai cucremu, sxi
HiATPUMYIOTHCS

Microsoft Windows 11, 10, 8.1, 8, 7 SP1

macOS 10.12 Tta Buie

Ubuntu Desktop 20.04 LTS Ta 18.04 LTS 64-6it
Red Hat Enterprise Linux 7, 8 64-6ir i3
BCTaHOBJICHUM I1ITPIMYBaHUM CEPEIOBHIIEM
pobodoro croiy

SUSE Linux Enterprise Desktop 15 64-
6itMicrosoft Windows 10.

IIporpamua mnpoaykiis s

aHTHBIPYCHOTO 3aXHCTy (aiIoBUX CepBepiB Mae BiANOBima

HACTYIHUM 00OB’SI3KOBUM ()YHKIIIOHAJIHEHUM BUMOIaM:

Ne DyHKnioHaJa 3aXUCTy Bumoru
3/m ¢aiinoBoro cepsepy
1. BceranosienHs nporpamuoi - OKpEeMHUH IHCTASIIHHIIA [TaKeT, AKUI J03BOJISIE
IIPOJTYKITiT BCTAHOBJIIOBATH KIIIEHTA Y “pyYHOMY” pexKUMi
(momorynpHa iHCTANIAIS).
2. ABTOMAaTHYHI BUKITIOYECHHS - B 3aJIEXHOCTI BiJ] poJieif cepBepa, BUKIIOUCHHSI
At e ivnmux Qaiis, mamox i mporpam.
3. PoGora B KJIACTEPHHX | - MOXIIMBICTh POOOTH B KJIacTepax sIK JOMEHA TaK
CUCTEMax 1 po6God9oi rpymuy;
- BOyI0BaHa i ATPUMKA KJIACTEPIB.
4. KonTposs mBuakoaii - MOJKJIMBICTh HATAIITOBYBATH IIBHIKOMIIO,
BKa3yIO4YM KUIBKICTh IIOTOKIB CKaHyBaHHS.
) PoGora y pexxumi cepsepy - MOJKIIMBICTh HAJIAIITOBYBATH PEXKHM 3aITyCKY
TEepMiHAITIB IUIIXOM BIIKIIOYEHHS TpadivHoro inTepdeiicy ms
TepMiHAJIBHUX KOPUCTYBAYIB.
6. CkanyBanus Hyper-V - CKaHYBaHHsI IUCKiB cepBepa Microsoft Hyper-V
Server, To6TO0 BipTyansuux mamuu (BM), 6e3
HEOOXiZHOCT] yCTaHOBKY Oy/b-IKUX areHTIB Ha
BIAIIOBITHUX BipTyaJIbHUX MAIIHHAX.




@®yHKIioHax 3aXuCTy
daiisioBoro cepsepy

Bumoru

31iHCHEHHS aHTUBIpYCHOTO
3aXUCTY

- TIEPEBipKa 3a PO3KIIa0M i Ha BUMOTY 3a
JIONIOMOT0XO aHTUBIPYCHUX 0a3 JaHuX;

- 3a0€3NEYEHHS 3aXUCTy B PEXKEMI PEAIbHOTO
Jacy,

- MOXIIUBICTh CKaHyBaHH (ailiiiB iy yac 3amycky
CHCTEMU;

- MOJTYJIb 3aXHUCTY TOKYMCHTIB;

- CKaHYBaHHS KOMIT'IOTEPA y HEAKTHBHOMY CTaHI;

- CKaHyBaHHS apXiBiB;

- CBPUCTHYHUI aHami3aTop;

- BUSBJIEHHS IINUTYHCBKOro 13;

- 3aXHUCT B1JI IPOTpaM-BUMAradis;

- BUSBJICHHS PYTKHUTIB;

- nepeBipKa CKPHUIITIB;

- 3aXUCT Bl EKCILTOUTIB, SIKMI 3a6€3edye 3aXHCT
BIJI 3arpo3 3JaTHHX BUKOPHCTOBYBATH YPA3IHBOCTi Java,
Flash Ta inmux moxaTkis;

- 3aXHUCT Bil OOTHETIB;

- 3aXMCT BIJI MEPEKEBHX aTak.

3a0e3neueHHs 3aXUcTy
CJICKTPOHHOI IIOLITH

- nepesipka nomrosoro tpadiky (POP3, POP3S,
SMTP, IMAP ta IMAPS);

- IepeBipKa MOIITOBUX BKJIA/ICHD;

- MOKJIMBICTh aBTOMATHYHO BUIAISATH 200
TNEPEMIIyBATH 3aPAXKEHY TOIITY JO BKA3AHOTO KATAJOTY
y IOIITOBOMY KJIEHTI.

Be6-koHTpoH

- nepesipka HTTP, HTTPS Tpadiky;

- BHSIBJICHHS Ta OJIOKYBaHHsI JIOCTYILy 10
HeOE3MEeYHHX CalTiB;

- opmyBanHS 103BONEHNX\3a60pOHEHHX\
BUKIIFOYEHHUX 3 IEPEBIPKHU TIEPEITIKiB CalTIiB;

- MOXJIMBICTH OJIOKYBaTH 3aBaHTaXEHH 3 [HTepHeTY
(baiiniB 3a BKa3aHUM PO3MIMPEHHSIM.

10.

HasBHicTh mpoakTHBHOIO
3aXHCTY

- 3a0€3MeICHHS 3aXKCTY BiJI TPOSHCBKOrO I13;
- 3abe3nevueHHs 3aXUCTy BiJ{ KIaBiaTypHHX
IIIUTYHIB,

- 3abe3nedyeHH s 3aXKCT Bijx pexnamuoro I13;

- 3a0€e3MeueH s 3aXUCTy Bix dimmnry;

- cucrema 3anobiranns sropraeHusM (HIPS)

11.

HasBHicTh KOHTpOIIIO 3a
BUKOPHCTAHHSM 30BHIITHIX
IIPUCTPOIB

- aBTOMAaTHYHA aHTHUBIPYCHA [IEPEBipKa 3MIHHUX
HOCIIB;

- KEpYBaHHs JIOCTYIIOM JI0 30BHIIIHIX IIPHCTPOIB;
- KOHTPOJIb IT1IKJIFOYEHHS JI0 CEPBPEPY
nepupepifHIX NPUCTPOIB MUIIXOM CTBOPEHHS IIPABUIT
AOCTYITY 32 THIIOM IIPUCTPOIO, 3@ PiBHEM JIOCTYILY, 32
BUPOOHUKOM, MOJIEJLITIO 260 CepiltHuM HOMEpoM
IPUCTPOIO TOIIIO.

12.

3MiIMCHEHHS OHOBJIEHD

- YacTi 1 HEBEJIMKI 32 00'€éMOM OHOBIICHH,
BiHOBJICHHS 3aBAHTAXKCHHS OHOBJICHD IiCJIs 0GPUBY
3B'S3KY;




No @OynKioHasx 3axucTy Bumoru
3/ ¢aiioBoro cepsepy

- BiJIKAT OHOBJICHE 3 MOXUIMBICTIO TIOBEPHYTHCS /10

IONEpe/IHIX BepCilt 6a3 BipycCHUX curHATYp i MOyITiB

OHOBJICHHSI, Ta MOX/IMBICTIO THMYaCOBO IPU3YIIHHATH

OHOBJICHHS 200 BCTAHOBIIOBATH HOBi BPYYHY;

- MOMKJIMBICTh MOOLIBHUAM CHIIBPOGITHHKAM

OTPUMATH OHOBJICHHS 3 CEPBEPIB BUPOOHHKA OH-JIAlH Y

pasi 1epeOyBaHHs 11033 KOPIIOPATHBHOIO MEPEXKCIO;

- MOJIIMBICTE CTBOPCHHSI JI3€pKaa OHOBIICHD

3ac00amMH aHTHBIPYCHOI IPOrPaMHPOT TPOIYKILI;

- HasBHICTh OHOBJICHE B LIeHTpi anTHBipycHOTO

3axuCTy inpopmarii [lepxaBHOI CIryx6H CrieriansHOro

3B’ 3Ky Ta 3aXHCTY iHpopMmarii.

13. | 3axucr BipryansHux pobounx | - HasBHICTB CHENiILHOI TEXHOJIOTI], IKa 3HAYHO

CTaHIIH 3HMXKY€ HABaHTAXXEHHS Ha BIpTyalbHi po6oui cTaHIii, a

TaKOX Ha TiIepBi3op y LiJIoMy.

14. Onepamiitni cucremu, ski — Microsoft Windows Server 2022, 2019, 2016,

HIATPAMYIOTHCS 2012, 2008 R2 SP1

— Microsoft Windows Storage Server 2012, 2008
R2

— Microsoft Windows Small Business Server 2011

— RedHat Enterprise Linux (RHEL) 7, 8

— CentOS 7, 8

— Ubuntu Server 16.04 LTS, 18.04 LTS, 20.04
LTS

— Debian 9, 10, 11

— SUSE Linux Enterprise Server (SLES) 12, 15

— Oracle Linux 8

— Amazon Linux 2

Cucrema yNpaBIiHHS ~aHTHBIPYCHOIO IIPOrPaMHOIO IIPOAYKLI€IO MOBHHHA BIJIIIOBI/Ia)
HACTYIIHUM O0OB’SI3KOBUM (DYHKI[IOHAIEHAM BUMOTAM:

Ne DOYHKIIOHAJ CHCTEMU Bumorn
3/m yIpaBJiHHS
1. Bussnenss kom'rorepis y - MOXJIMBICTh iMIIOPTY 3 Active Directory, micis
KOPIIOPAaTUBHiN Mepexi Ta AKOI0 CTBOPIOETELCS aHAJIOTIYHE AEPEBO IPYII 3
3JIMCHEHHS yIIPaBIiHHA KOPUCTYBavaMHu;
KOMIT'IOTEpaMu - MOXJIMBICTh BUKOHYBATH IIEPi0MIHY

CHHXpPOHIi3aNiio 3 Active Directory;

- "py4HAR" IMIIOPT OGITIKOBHX 3aIHCIB B CHCTEMY;
- aBTOMATHYHE Ta PYYHE IPYIIyBAHHSA
KOMII'TOTEIB;

- MOJKIIMBICTh CTBOPEHHsI GaraTtopiBHEROT
CGIpyicry pd TRyI _

- MOJKJIUBICTh BUKOHYBATH JIOAATKOBI MEPEXKEB]
71, TaKi AK: mepeBipKa 38'I3Ky, IPOOYKEHHS
BIZUTAJICHOTO KOMITTOTEpa, EePErIIs CIiTBbHUX PecypCiB
3aBEPIIEHHS POOOTH Ta IIepE3aBaHTAKEHHS TOIIIO.

>

=




DyHKIIOHAJ CHCTEMH
YIIpaBJIiHHS

Bumorn

BeranoBnenHs kiieHTehKof
MPOrpaMHOI IPOTYKITiT

- BiJUIaIeHa IHCTalIsIisl/ BUAIEHHS aHTHRIPYCHOT
IIPOrpaMHOI IPOAYKIIiT;

- MOXJIUBICTh KOH}Irypanii iHcTansaniitnoro
HaKeTy;

- MOJKJIMBICTh BCTAHOBJICHHS 1HCTAISAIIHHIX
ITaKETIB 33 JIOMOMOI'OK) CHCTEMHM YIIPABIIiHHS;

- MOXKIMBICTB "pyYHOr0" BCTAHOBJIEHHS KII€HTA;
- aBTOMAaTHYHE BCTAHOBIICHHS KJII€HTA HA HOBI
KOMII'IOTEpH;

- BiiJlaJIeHa aKTHBALlisl/Ieak THBAIliSL MOJIyJIiB
3aXHCTY Ha OKPEMO B3SITOMY KIII€HTI;

- MOKJIMBICTB 3IACHIOBATH Bi/ilalicHe
BCTAQHOBJICHHS Ta BUNAIECHHS CTOPOHHBOrO I13;

- MOXJIUBICTH IPOBEJICHHS IHBEHTApH3AITiT
aIIapaTHoOro Ta IPOrpaMHOro 3a0e3IeYeHHS.

VYipaBiiHHA KOHQIryparicio
KJTIEHTIB

- MOXKIIMBICTD 31ifICHEHHS [IEHTPaJTi30BaHOTO
YIPaBIiHHs KOH(Irypanieo KIieHTiB;

- HasABHICTh iHCTPYMEHTY JUIA CTBOPEHHS Ta
penaryBaHHs IHCTANAIIHHAX HAKETiB 3 MONEPEHBO
BCTaHOBJICHUMH HACTPOHKaMU KOH(ITypaii;

- MOJKJIMBICTh HACHIiyBaHHS IOJITUK/KOHGIrypartii
KJIIEHTIB

VYupasninas
IHGPACTPYKTYPOIO CepBEpPIB

- HasBHICTh MOXJIMBOCTI BCTAHOBJICHHSI
JOZIaTKOBUX CEPBEPIB;

- HASBHICTH MOKJIUBOCTI 31 ACHEHHS
LCHTPaIi30BaHOTO YIPABIiHHs iHPPACTPYKTYpPOIO
cepBepiB;

- MOXUIUBICTE Oy/lyBaHHS i€papXiuHOi CTpyKTypH
aIMIHICTPYBaHHS 3 ICKLILKOX CEPBEPIB, PO3TAIIOBAHUX
B PI3HUX MepeXax Ta BijaleHux reorpadivro.

[ndopmyBanus npo cTan
CHCTEMH aHTUBIPYCHOTO
3aXHCTY

- HAsIBHICTh MOXJIUBOCTI MOHITOPUHTY
aHTUBIPYCHOTO 3aXMCTy KOPIOPATHBHOI MEPEXi Ta
HaJlaHHs aKTyalbHoI IHpopMaIii Ipo cTaH Ge3neKy;

- HasABHICTH HAOOPY 3BITIiB IMOJIO CTAHY CHCTEMH;
- HasBHICTH MOMJIMBOCTI KOPHIYBaHHS BUIIIALY Ta
HaJIAIITYBaHHs IapaMETPIB 3BiTiB;

- HasIBHICTH MOMKJIMBOCTI (inbrpanii indopmarii y
3BITaX 10 OJIHOMY KOMII'fOTepy, IPYNax KOMI'IOTEpiB
TOIIO;

- HASBHICTH MOXJIMBOCTI €KCIIOPTY 3BIiTiB B iHII
bopmaru;

- HAsBHICTH MOXUIMBOCTI CITOBILICHHS
aJMiHiCTpaTopa Mpo Hebe3neyni o,

- CICNIaTbHAN KOMIIOHEHT, 110 CIIPOITYE
BUABJICHHS HE3aXUIICHUX POOOYUX CTAHIIH.

VYpaiinHs 0611KOBUMHI
3amMcaMy aIMiHICTPaTOpiB

- HasABHICTh JUCIETYEepa KOPUCTYBAYIB, KUt
MO3BOJIE CTBOPIOBATH PI3HUX KOPUCTYBAYiB CepBepa
aJIMIHICTPYBaHHS Ta IIPH3HAYATH IM Pi3Hi IIpaBa JOCTYITy
JI0 OKPEMHUX PO3ZLIIB, TPYTI KOMIT'IOTEPIB Ha cepBepi
aJIMIHICTpYBaHHSI,;




3/m

DyHknionan cucTeMu
yIPaBJiHHA

Bumorn

- MOJKIIUBICT aBTEHTH(IKYBATH aMiHiCTpaTOpiB
3a JIONOMOT o0 Ipym 6e3neku Active Directory;

- HASIBHICTB XYPHAILY ayIuTy, y AKOMY
BIJICTEXYIOTBCS 1 PEECTPYIOTHCS BCi 3MiHU B
KOHQIrypauii Ta Bei i, siKi BHKOHYIOTH KOpHCTYBaui
CepBEPa aJIMIHICTPYBAHHS.

3axucT 3’€IHaHb 3 CEPBEPOM
YIIpaBJIiHHS

- BUKOPHUCTaHHs cepTH]IKATIB 1y 3 € THAHHS 3
CEPBEPOM YNPaBIIIHHS, B TOMY YUCII i CAaMOCTIiiHO
BUIIYIIEHUX cepTU(DIKATIB;

- MOJKJIMBICTH BHKOPHCTOBYBATH ABOMAKTOPHY
aBTEHTH(}IKAIIIO /UK 0OTIKOBUX 3aITUCiB
aZIMIHICTpaTOpiB.

ITocrauanHs cepsepa
aJMiHICTpYBaHHS

- KOMIIJIEKCHUH IHCTaNAMINHAHA TaKeT, 10 MiCTHTD
BCl HEOOXI/IHI KOMIIOHEHTH;

- OKpeMIi iHCTaNSIiMHI HaKeTH u1s
IIOKOMIIOHEHTHOTO BCTAHOBJICHHS;

- MOXJIMBICTh BCTAHOBJICHHS CEPBEPY
aqMinictpyBanss Ha OC Windows Ta Linux.

- 00pa3 BipTyasIbHOI MAIIUHK 3 CEPBEPOM, TOTOBHM
70 BUKOPUCTAHHS, JUIA TAKUX BIPTYaJbHUX CEPENOBHIIL,
sk Microsoft Hyper-V, Oracle VirtualBox, VMware
(ESXi/vSphere/Player/Workstation).

JlomaTkoBi BUMoru

- MOXJIUBICTh BUKOPHCTAHHS aHTHBIPYCHHIX
IIPOAYKTIB 33 YMOBH, IO YIPABIIHHS HUMH Oy/1e
3/UHCHIOBATUCS ICHYIOUMMY HAsBHEMHE CEPBEPAMHU
aIMIHICTpyBaHH, SKi HAJIAIITOBAHO HA
IIEHTPaJTi30BaHIH MOHITOPHHT Ta yIpPaBJIiHHS BCiMa
PO3Taly>KCHUMH CHCTEMAMH aHTHBIPYCHOTO 3aXMCTY.

10.

Onepaniiiai cucremy, gxi
I JITPUMYIOTECSI CEPBEPOM
BIAJTAJICHOTO YIIPaBIIiHHS

- Microsoft Windows Server 2022, 2019, 2016, 2012,
2008 R2 SP1;

- Ubuntu 12+; RHEL 5+; CentOS 5+; SLED 11+; SLES
11+; OpenSUSE 13; Debian 7+; Fedora 19+.
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OuikyBaHa BapTiCTh NpeaMeTa 3aKyIIiBli BH3HAYCHA y MeXaxX BHIATKiB, mepeadadeHuX
JepxaBHOT City)0M CTAaTHCTHKH Komropucom Ha 2022 pix mis amapary Jlepxxcrary
OromxeTHOIO Tporpamoro KITKBK 0414010 "KepiBaunTeo Ta ynpasiinns y chepi craructury”
no KEKB 2240 "Omnara nocmyr (xpim KOMyHalbHUX)" BignoBigHo 10 IlpumipHOT MeTOI[IjE:[
BU3HAYCHHS OYIKYBaHOi BapTOCTi IIpejMeTa 3aKyIiBii, 3aTBEPJDKEHOI HakazoM MinicTepct

B
PO3BUTKY €KOHOMIKH, TOPTiBJIi Ta CilIbCHKOr0 rOCHOapCTBa Ykpainu Bin 18 mororo 2020 poxy [No
275,

LD
o

npoxykuii ESET Endpoint Protection Advanced, sixa nae 3MOT'Y YHHMKATH BIPDYCHUX YpaKeHb,
MOXYTb IIPU3BECTH JIO BTPATH LLIICHOCTI Ta JOCTYIHOCTI iHpOpMaIlil, a TaKox OJIOKYE HaIXOKE
cmamy Jio pobounx craHmiii iHpopmauiiHO-KoMyHIKaliiHOT cucTeMm OpraHiB JepxaBHOT
CTaTHCTHKY. [l 3abe3nedenss ii po6oTr HEOOXiAHO MOHOBUTH Iifo nporpaMHoi npoaykuii ES}
Endpoint Protection Advanced 3 TepmiHOM Haj{aHHS OHOBJIEHD Ta TEXHITHOT HIATPUMKH Ha 1 pik.
HeoGxinna xinekicTs 06'exTiB aHTHBipycCHOrO 3aXHCTy (poOOYMX CTaHIii Ta cepsepiB) |3
YPaxyBaHHSM KUIBKOCTI KOMITTOTEPHOTO OGNAIHAHHS OpraHiB JACPKaBHOI CTaTHCTUKH, siKe O]
noTpebyBaTh BifmOBiAHOTO 3axucry y 2023 poui, Oyya 3MEHINCHA IOPIBHSIHO 3 BH3HAYEH(
KibKicTIo Ha 2022 pik Ta craHoBuTH 5380 o1
3 METOI0 BU3HAYCHHS OYiKYBaHOi BapTOCTi 3aKYIIBJI OO0 IIOHOBJEHHS Jii IPOrpamH(
nponykiii ESET Protect Entry Jlepxcrar HanpaBus BixmoBimmmii 3ammrt HiHOBOI mpono3umii [
npeacrasauiTBa Komnanii ESET B Vkpaini (smet Big 15.09.2022 No 12.3-04/1 14-22) ta otpuma
3

H

Y Jlepxcrari QyHKIOHYe chcTeMa aHTHBIPYCHOIO 3axucTy iHdopmarii Ha 6a3i nporpaM}:)'i

€]
—

— ]
C o

PCKOMEH/I0BaHY 1L JIepXKCTaTy IiHy OHOBIICHHS 3aXUCTY, SKa CTAHOBUTH 392,05 rpH. 6e3 I1/IB
1 o6'ext (et Kommanii ADEON SK, s.1.0. — €KCKIIFO3HBHOTO nuctpub'roTopa Kommnanii ESET
Tepuropii Yxpainy, Bix 19.09.2022 Ne 1909/01).

YpaxoByroud 3a3HadyeHe, BH3HAYEHO OYiKyBaHY BapTiCTh 3aKyIiBI 3 IOHOBIEHHS Jji
IIPOrPaMHOI IPOAYKIT s aHTUBIpyCcHOTO 3axucty ESET Protect Entry 3 noxansuuMm yupasniaim
B 06cs31 2 110 000,00 rpusens (5380%392,05=2 109 229~2 110 000).

WSDUJO»-:

HupexTop nemapramenTy
1HGOPMAaIIHHUX TEXHOJIOTIH %

Hepxcrary LI Q//Zs/ Onena ITY3AHOBA




